Republic of the Philippines
Department of Justice

PAROLE AND PROBATION ADMINISTRATION
OFFICE OF THE ADMINISTRATOR

DOJ Agencies Building NIA Road cor. East Ave.

Telephone Number: (02) 8925-0235| E-mail: aodojppa@gmail.com
Website: https://probation.gov.ph

BAGONG PILIPINAS

MARKET SCOPING

Please be informed that the Agency is conducting market scoping for budget preparation
purposes only regarding the renewal of Endpoint Antivirus Security. Submit your
proposal to the following email addresses not later than July 25, 2025:

dojppa.marketscoping@agmail.com

ppacobacsecretariat@gmail.com

The proposal should be placed in an official company letterhead and duly signed by you
or your authorized representative.

Please address your proposal to

Bids and Awards Committee

Parole and Probation Administration

Central Office

DOJ Agencies Bldg. NIA Road cor. East Ave.
Quezon City

Attached is the technical specifications of the renewal of Endpoint Antivirus Security.
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Republic of the Philippines
Department of Justice

PAROLE AND PROBATION ADMINISTRATION
OFFICE OF THE ADMINISTRATOR
DOJ Agencies Building, NIA Road, Quezon City
Tel. No. (02) 8925-0235 / (02) 8929-3145
email: aodojppa@gmail.com

BAGONG PILIPINAS

TECHNICAL DATA
RENEWAL OF ENDPOINT ANTIVIRUS SECURITY

RATIONALE:

Based on the console of ESET the following licenses have expired:

Set Quantity Date Expired License Set*
of Licenses
A 5 May 5, 2023 3AT-UUK-xxx
B 13 May 5, 2023 3AT-UU4-xxx
C 9 October 16, 2024 3AP-63T-xxx
D 27 April 15, 2025 3AS-7C9-xxx
E 37 April 15, 2025 3AS-7DF-xxx
F 247 May 5, 2025 3AE-G2X-XXX
TOTAL 338

* The complete license set is not given since this is considered confidential data. The
complete license set will be revealed to the winning bidder upon signing of the Non-
Disclosure Contract.

DELIVERABLES:

Lot Quantity Description
Divided into 6 license sets
i.e.

e Set A-5licenses

Set B — 13 licenses
Set C — 9 licenses

Set D — 27 licenses
Set E — 37 licenses
Set F — 247 licenses

1 338

Totalling to 338 licenses
issued in 6 license sets
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TECHNICAL SPECIFICATIONS FOR THE RENEWAL OF THE EXISTING
ENDPOINT ANTIVIRUS SECURITY

Particulars \ Specifications
Endpoint Antivirus Security— Branded and complies with the following minimum
requirements:
Quantity: 338 licenses issued in 6 license sets i.e.,
Set A -5 licenses
Set B — 13 licenses
Set C — 9 licenses
Set D — 27 licenses
Set E — 37 licenses
Set F — 247 licenses

Delivery Period: Within 7 days upon receipt of Notice to
Proceed (NTP)

Features: Must be a multi-layered protection for the
agency

Must protect the agency’s computers,
laptops and workstations with cutting-
edge security products all managed via
management console

Must have a single-pane-of-glass remote
management for visibility to threats,
users and quarantined items.

Protection via advanced multi-layered
technology including file server security
with secured intranet

Must provide multiple layers of protection
and can detect malware before, during,
and after execution

Must have machine learning, advanced
behavioural analytics, big data and
human expertise work in dynamic
equilibrium to balance performance,
detection and false positives

Must be capable to protect against
ransomware

Must block targeted attacks

Must prevent data breaches

Must stop fileless attacks

Must detect advanced persistent threats
Must be an existing brand for more than
30 years in the market

Must be capable of antivirus and
antispyware which eliminates all types of
threats, including viruses, rootkits,
worms, and spyware
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Particulars Specifications
Features: (cont.) Must be capable of whitelisting of safe
files based on file reputation database for
better detection and faster scanning
Must be capable of virtualization support
which can store metadata about
scanned files within the virtual
environment so identical files will not be
scanned again which results in boosted
scan speed
Must be capable of Host-Based Intrusion
Prevention System (HIPS) which
enables the user to define rules for
system registry, processes, applications
and files and also provides anti-tamper
protection and detect threats based on
system behaviour
Must be capable of exploit blocker which
strengthens security of workstation
applications such as web browsers, PDF
readers, email clients of MS Office
components.
Must be capable to monitor processes
behaviours and look for suspicious
activities typical of exploits
Must be capable to strengthen protection
against targeted attacks and previously
unknown exploits such as zero-day
attacks
Must be capable of advanced memory
scanner which monitors the behaviour of
malicious processes and scans them
once it de-cloak in the memory which
allows for effective infection prevention
even from heavily obfuscated malware
Must be capable of client antispam which
effectively filters out spam and scans all
incoming emails for malware
Must have cross-platform protection
which are capable of detecting threats for
Windows and Mac OS resulting to
delivering better protection in multi-
platform environments
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Particulars Specifications
Features: (cont.) Must be capable of web control which
can limit website access by category
such as gaming, social networking,
shopping and etc.
Must have anti-phishing which protects
end users from attempts by fake website
to acquire sensitive information such as
usernames, passwords and other
sensitive information
Must have a vulnerability shield which
improves  detection of common
vulnerabilities and exposures on widely
used protocols such as SMB, RPC and
RDP that results to protection against
vulnerabilities for which a patch has not
yet been released or deployed
Must be capable of botnet protection
which protects against infiltration by
botnet malware that can prevent spam
and network attacks launched from the
endpoint
Must have a device control which blocks
unauthorized devices from the system
such as USBs and alike

Subscription: Three (3) years subscription

Bidder’s Qualification: Bidder must be a manufacturer
authorized reseller of the brand they are
offering

Bidder must have employed with at least
two (2) certified technical engineers of
the brand they are offering

Services: Bidder must be able to renew the existing
antivirus remotely even when the
workstations are deployed nationwide
Live web chat, email, online help or
onsite visit if necessary

Bidder is required to integrate the
antivirus  license to the existing
management console

Licenses and subscriptions are expected
to start upon installation
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Particulars

Specifications

Services: (cont.)

Provide unlimited support knowledge
base access

Provide unlimited software downloads,
updates and maintenance

Provide unlimited access to support
forums

Three (3) years 24/7 support
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